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Decision/action requested

Endorse the proposal below: Add the solutions proposed in the companion contributions S3-210404 and S3-210405 to TR 33.857 [1], so that it can be evaluated whether they are candidates for normative work. 
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Rationale

3.1
Introduction
This discussion paper argues that there is an important use case for Key Issue #3 ("Security impacts from supporting IMS voice and IMS services in SNPNs") that is not yet covered by existing specifications, and not by conclusions in TR 23.700-07 [2] either. This means that Key Issue #3 is not completely solved by existing specifications or SA2's work. The missing case is when the UE has not been provisioned with AKA-credentials on a USIM, nor with credentials specific for IMS access (such as ISIM or IMC). Instead the UE uses non-AKA credentials for authentication to the SNPN.
Therefore, it is important that solutions that address this use case can be added to TR 33.857 [1], so that it can be evaluated whether they are candidates for normative work.

If the open issue is not addressed, support for IMS voice and IMS services in SNPNs will be only possible for UEs that have been provisioned with AKA-credentials on a USIM or with credentials specific for IMS access (such as ISIM or IMC). In other words, UEs that use non-AKA credentials for authentication to the SNPN will not be able to use IMS voice and IMS services.

The discussion starts with listing the relevant use cases for Key Issue #3, followed by the list of cases that are already addressed by existing specifications and conclusions in TR 23.700-07 [2]. It is then concluded in a simple gap analysis which use case is not yet addressed.

3.2

Relevant use cases for Key Issue #3

The Key issue details of Key Issue #3 state "In Rel-16 SNPNs do not support IMS emergency services but for Rel-17 its expected that the enabling of IMS and IMS services for SNPNs is to be studied. UEs that are to be used in SNPN are currently not required to have IMS credentials." 

Furthermore, Annex I.2.2 of TS 33.501 [3] states "The UE and the serving network may support 5G AKA, EAP-AKA', or any other key-generating EAP authentication method."
It follows that the following cases are relevant:

-
Type of credentials

-
AKA-credentials on a USIM, for the support of 5G AKA or EAP-AKA' for SNPN access (if the terminal supports 3GPP access capabilities)
-
Non-AKA credentials for the support of other key-generating EAP authentication methods for SNPN access
It also follows that the main use case is the case where additional credentials specific for IMS access (such as ISIM or IMC) are not provisioned. Requiring the provisioning of credentials specific for IMS access would be a considerable deployment effort for an operator that would like to deploy IMS and IMS services for SNPNs. The credentials would need to be provided in both the UE and the HSS-IMS. This would be a major obstacle for the deployment of IMS and IMS services for SNPNs.

3.2

Relevant use cases covered by existing normative specifications

If the UE has been provisioned with a USIM with AKA-credentials for SNPN access, it can already authenticate to the IMS Core using existing normative specifications. This is described in the earlier solution proposal [4] and is based on the following fact: The HSS-IMS can request AKA AVs from the UDM/ARPF over the NU1 reference point as defined in the UDICOM work, see e.g. TS 23.632 [5]. 
The cases where additional credentials specific for IMS access (such as ISIM or IMC) are provisioned in the UE are also already addressed by existing specifications, see e.g. TS 33.203 [6]. However, as argued in the previous clause, the main relevant case is when such credentials specific for IMS access are not provisioned.

3.3

Relevant use cases not yet covered by existing normative specifications

It follows by a simple gap analysis between the previous clauses that one important use case is not yet covered by existing normative specifications. It is the case where the UE has not been provisioned with AKA-credentials on a USIM, nor with credentials specific for IMS access (such as ISIM or IMC). Instead the UE uses non-AKA credentials for authentication to the SNPN. The question that needs further study is how the UE can use the non-AKA credentials to authenticate to the IMS Core.
4
Detailed proposal

Proposal: Add the solutions proposed in the companion contributions S3-210404 and S3-210405 to TR 33.857 [1], so that it can be evaluated whether they are candidates for normative work.
